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S-boxes

Any S-box substitutes m bits of value from one finite field to
other n bits of value from the other finite field, and both sets’
characteristic are 2.

S-boxes can be implemented as lookup tables.

Example of lookup table:

/- \\
( \
O] 1] 2] 3] 4] 5[ el 7 5] o[ da] e \ . )
€3 | 7c| 77| 7b | £2 | 6b| 6£ | o5 ||30]| 01| 67 | 2b | fe | a7 | ab | 7 ‘\\ - ELIGAU Py //
ca| 82| 9| 7d | £a | 59| 47| £0 ||ad|| 44 | a2 [ af | Sc | a4 | 72 | <0 | Ay, 0ccimal: 6 Decimal: 8
b7 | £d | 93 | 26 | 36 | 3£ | £7 | cc |[34| a5 | e5| £1| 71 | ds | 31 |1
[3[ 04 7| 23| 3| 18| 96| 05 | 9a [[07] 12| 80 | e2 | eb | 27 | b2 | 7 /
05| 83 | 2c | 1a | 1b| 6e | 5a | a0 |[52| 3b | d6 | b3 | 29 | 3 | 2£ | 84 | N\ S- ox /
53 | d: 00 e_ﬂi_i bl i 6a | cb | be _3_ 4a L 58 | cf \ /
40 | ef | aa | £b | 43| 4d | 33| 85 15“_% 02 | 7£] 50 | 3¢ | 9¢ _3; N\ /
LTI ST a3 a0 s 52 5a| 36| 75 [bcf Be [ da To[ 27| \ /
8| cd | 0c | 13| ec | 52| 97| 44 | 17 ||c4| a7 | 7e | 3| 64 | 54| 15 | 73 y
5| 60| 81| 4| do | 22 | 2a| 90 | 88 |46 b8 | 14 | de | 5e | Ob | db \ /
al e0 | 32| 3a a | 49 | O 4 | 5¢ ||e2 ac | 62 1 5| ed | 79 k\\ //
b|e7| c8| 37| 64| 8d| d5 | 4e | a9 ||6c £4 | ea| 65| 7a| ae | 08 S
c|ba| 78| 25| 2e | 1c| a6 | ba | c6[[es 74| 1£| 4b | bd | 8b | 8a
d| 70 | 3e | bS5 6 | 48 | 0. £6 | Oe ||61 57 | b9 6 | cl| 1d | 9e
e[ e1| £8| 98| 11| 69| do | 8e | 94 |[9b| 1e | 87 | &9 | ce | 55 | 28 | af
€| 8c| a1 | 89| 0a | bE| e6| 42| 68 (41 95| 2d | 0f | b0 | 54 | bb | 16| Binary: 0100 0101

Decimal: 4 5
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Why S-boxes are Critical for Block Ciphers?

Bo Sun

o Two Properties that a good
cryptosystem should have:
Confusion and Diffusion

Cryptosystems and
S-boxes

Vectorial Boolean
Functions and
Attacks

Nonliearity

e S-boxes are important because:

Differential
Uniformity

e They are the only nonlinear
component in block cipher;

e They provide confusion to
symmetric block cipher;

... Claude E. Shannon « There is strong connection between

R (1916-2001) properties of S-boxes and

o resistance to many cryptographic

R — attacks.

Functions
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Results and
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Vectorial Boolean Functions and Attacks

For n and m positive integers
Boolean functions: f:F§ — Ty
Vectorial Boolean functions: ~ F : F3 — FJ’

e Linear attacks — Nonlinearity
o Differential attacks — Differential Uniformity
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Nonlinearity of Vectorial Boolean Functions

F:F5 — Fy

Nonlinearity of Vectorial Boolean function: Minimum
Hamming distance between all nonzero linear combinations
of the boolean functions over F5 and component functions
of F.
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Resistance to Linear Attacks

Bo Sun High nonlinearity N(F) is necessary to resist linear attacks.

« Universal upper bound: N(F) < 2n—1 —2z-1;
e Fisbentif N(F) =2"1-2:71;
e e Bent functions are optimal against linear attacks;
e Bent functions exist iff: nis even and m < n/2;
e Whenn=m,nis o1dd, the upper bound is :

N(F) <2mr1_2%;

o Fis Almost Bent(AB) if N(F) =2""1—-27% n=m
and nis odd;

i
Functions for Small n

e When n =m, nis even, it was conjectured that upper
bound is: N(F) <21 — 22,

uuuuuuu
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Differential Uniformity of Vectorial Boolean
Functions

F : F5 — F3 is differentially -uniform if the equations:

F(x+a)— F(x) = b,

have at most § solutions.

Va e FJ\{0}, VbeFy,
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Resistance to Differential Attacks

Low differential uniformity is necessary.
F :Fon — Fom
e F is Perfect Nonlinear(PN) function if it is
2(n=m)_yniform;
e PN is optimal against differential attack;
e Fis bent iff it is PN;
e PN is the highest nonlinearity and lowest uniformity
e When n=m, F is Almost Perfect Nonlinear(APN)
function if it is 2-uniform;

e Every AB function is APN function. The converse is not

true.
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Optimal Functions on Uniformity and Linearity

Table 1. Optimal Functions on Uniformity and Linearity from Fan to Fom

General - 5 - 5
Background Functlor]s Functlor_ls
Conditions Name with Uniformity Name with Nonlinearity
Lowest Highest
Uniformity Nonlinearity
PN bent n
< n—m n-1_ ol
m < nf2 (or bent) 2 (or PN) 2 2
o <emT-f@-27-2-
n/2 <m<n - >2 - z(gn_1)(2"71_1))1/2
Equivalences AB ( (@m-1)
between _ . or n1 _ oot
Vectorial m=n,nis oad APN 2 maximal nonlinear ) 2 2
Boolean ) imal i <on-1_23
Functions m=n,nis even maximainontinear |~ niectured as highest)

Experiment
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Three Kinds of Equivalences

Equivalent relation which has invariant differential uniformity
and nonlinearity, APN-ness:

¢ Affine Equivalence
o Extended Affine Equivalence(EA-equivalence)
e Carlet-Charpin-Zinoviev equivalence(CCZ-equivalence)

CCZ-equivalence

EA-equivalence

Affine-
equivalence
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APN Power Functions

Table 2. Known families of APN power functions x¢ on Fy»

| Functions | Exponents d Conditions |

Gold 2/ 1 ged(i,n)=1,1<i<n/2
Kasami 22 21 41 ged(i,n) =1,2<i<n/2
Welch 2™+ 3 n=2m+1

Niho 2™ 4+ 2% — 1, meven n=2m-+1

om 4 %% _ 1, modd
Inverse 2n=1 _ 1 n=2m+1
Dobbertin | 24m 4 23m 4. 22m | oM _ 4 n=>5m

Conjecture: Up to CCZ-equivalence, the list is complete.
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Quadratic APN Polynomials (1)

Table 3. Known families of quadratic APN polynomials
CCZ-inequivalent to power functions on Fan

G

Functions

Conditions

1-2

S k ik _omk+s
x2°+1 +a2 —1x2"+2

n = pk, ged(k, p) = ged(s, pk) =1,
pe{3,4},i=skmodp, m=p—i,
n > 12, a primitive in F3,

x2+2 4 pxa+t 4 oxa(@+2)

g=2Mm n=2m, ged(i,m) =1,
ged(2/ +1,g4+1) #1,cb9 + b # 0,
c g {ACHNE1) X € Fpn}, ¢t =1

X(x2 + x9 4 cx?'9)
+x2i(cqxq + sx2iq) 4 x(@+1)gq

qg=2",n=2m,gecd(i,m) =1,
¢ € Fon,s € Fon \ Fq,
X2+ 4 ex? 4 caX + 1
is irreducible over Fan
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Quadratic APN Polynomials (1)

Table 3. Continued

| N° | Functions Conditions
5 X%+ a uf(a8x9) a#0
6 X3+ a~Tuf(ax® + aBx18) 3n,a#0
7 | x®+a'uf(abx'® + a'2x%) 3|n,a#0
n = 3k, ged(k,3) = ged(s,3k) =1,
8-10 ux@H g 2 s VW E Foi, vW £ 1,
X2 Rt 22 3|(k + s), u primitive in F3,
n =2k, ged(s, k) =1, s,k odd,
11 ax®+ g g2 g2y B & For,7i € Fox,
Bx2H PO Aix2 2! a not a cube
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CCZ-inequivalent APN functions (I)

Table 4. CCZ-inequivalent APN functions on Fan from known APN families (6 < n < 11)
[Budaghyan, Helleseth, Li, Sun 2017]

[n][ N Functions | Families from Tables 1-2 | Relation to [] |

6.1 X3 Gold Table 5: N°1.1

6| 6.2 X8+ X%+ a'x4® N°3 5: N°1.2
6.3 ax® + a*x® + x7 N°8-10 5: N°2.3
741 X3 Gold Table 7 : N°1.1
7.2 x® Gold 7 : N°3.1
7.3 x° Gold 7 N°4A

7174 x13 Kasami 7:N°5.1
7.5 x57 Kasami 7 : N°6.1
7.6 X538 Inverse 7:N°71
7.7 X3 4 1] (x°) N°5 7:N°1.2
8.1 X3 Gold Table 9 : N°1.1
8.2 x° Gold 9:N°1.2

8 8.3 x57 Kasami 9: N°7.1
8.4 | X3+ x'7 + a*x1® + x4 ax®* 4 x48 N°4 9: N°2.1
8.5 X3 +uB(x°) N°5 9:N°1.3
8.6 x®+a'ud(a8x%) N°5 9:N°1.5

a: primitive root of Fan;
[*]: Edel, Y., Pott, A.:"A New Almost Perfect Nonlinear Function Which Is Not Quadratic".
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Table 4. Continued

[ n ] N ] Functions | Families from Tables 1-2 |

9.1 X3 Gold
9.2 x° Gold
9.3 x17 Gold
9.4 X1 Kasami

9 9.5 X241 Kasami
9.6 x1° Welch
9.7 x255 Inverse
9.8 X3+ ud(x®) N°5
9.9 | x3+ud(x®+x'8) N°6
9.10 | x%+ud(x"™® + x%) N°7
10.1 X3 Gold
10.2 x° Gold
10.3 x57 Kasami

10 10.4 X339 Dobbertin
10.5 | x84 x3 4 g31x192 N°3
10.6 | x7? 4 x33 4 g3 x2%8 N°3
10.7 X3 4+ tr]0(x®) N°5
10.8 | x3+a 'ul%(a®x9) N°5
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CCZ-inequivalent APN functions (lll)

Table 4. Continued

General | n ]| N° | Functions | Families from Tables 1-2 |
Background 111 X3 Go|d
11.2 X3 Gold
1.3 x° Gold
11.4 x17 Gold
Equivalences 1.5 X33 Gold
between 11.6 X13 Kasami
gi?@!i' 11 11.7 x57 Kasami
Functions 11.8 X241 Kasami
11.9 X993 Kasami
11.10 x%8 Welch
Experiment 11.11 X287 Niho
11.12 x1023 Inverse
11.13 Xs—l—trr(xg) N°5
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Classification of APN Functions for Small n

Completed

e n < 5: only power APN functions [Brinkmann,Leander 2009]
e n = 6, quadratic APN functions (13 classes).

Open

e Many unclassified quadratic APN polynomials for 6 < n < 12
[Dillon et all 2006, Edel and Pott 2009; Yu et all 2013].

¢ One known example of quadratic APN function (with n = 6)
with non-Gold like nonlinearity [Dillon et al 2006].

¢ One known example of APN polynomial CCZ-ineq. to
quadratics and to power functions (n=6) [Leander et al 2008;
Edel and Pott 2009].

¢ One known example of APN permutations for n even (with n =
6, CCZ-eq. to quadratics!) [Dillon et al 2009].
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Trinomials

Quadratic Trinomial Functions

F = x21+1 4 x22(2241) 4 x28(25+1) on Ty, to itself. n is from
61to 11.

Conditions for efficiency:

e ifniseven: iy < h,iz < 3J;
if nis odd: iy < b, i3 < 257,

e 0<p,a<n—1;

o 2 41 <2fz(2"2+1) mod (2" —1) < 28(25 +1) mod
(2" —1);
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Quadrinomials, Pentanomials, Hexanomials

With similar conditions as trinomial, on Fon toitself, 6 < n < 11:

Quadratic Quadrinomials
F = x21+1 4 x22(2241) 4 y2B(2841) | y2(2441).

Quadratic Pentanomials
F = x21+1 4 x22(22+1) | y2B(25+1) 4 y2a(24+1) | y2(25+1).

Quadratic Hexanomials

F=
X211 x22(2241) | 28(2541) 4 y24(2441) 4 y25(25+1) | 26(25+1)

28/36



Cryptosystems and S-boxes

Vectorial Boolean Functions and Attacks
Nonliearity

Differential Uniformity

Three Equivalences
Infinite Families of APN Functions
Classification of APN Functions for Small n

® Experiment
Construction of Functions
Procedures
Results and Conclusions

29/36



‘Trinomial: 1,295
Quadrinomials: 8,696
Pentanomials: 46,795
Six Terms: 207,715
Total: 264,501

CCZ-equivalent
with power APN

functions?
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Total: 8,173,912

CCZ-equivalent
with power APN

functions?
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Result (I)

Table 5. A number of APN polynomials (up to CCZ-equivalence)
which are not CCZ-equivalent to power functions.

General

Background | n || Number of Terms | Number of Polynomials |
6 3-6 -
3 2
4 6
/ 5 10
Equivalences 6 12
b
Vectora 3 2
Boolean 4 —
Functions 8
5 4
6 3
9,10 3-6 -
Experiment 3 -
4 —
11 5 5
6 —
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Result (II)

Table 6. A number of APN polynomials (up to CCZ-equivalence)
which are not CCZ-equivalent to APN polynomials in fewer terms
with coefficients in F».

General
Background

[ n ] Number of Terms | Number of Polynomials |

6 3-6 -
3 2
4 5
- / 5 4
uivalences
bStween 6 1
Vectorial 3 2
Boolean

Functions 8 4 -
5 2
6 1
9,10 3-6 -
Experiment 3 —
4 —

11
5 5
6 —
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5 New APN Polynomials on Fy

Table 7. New 5 APN polynomials (up to CCZ-equivalence)

on IF211 .
| Classes NO. || Polynomials |
] x12 4 x10 4 x% 4 x5 4 X3
X153 | 51026 | \514 | 518 | 3
5 XZ58 | BT | x18 L 17 | 3
5 x% 4 x84 x34 4 x38 4 X8
X192 4 x130 | 4129 | 465 | 3
. X80 1 x58 1 X85 1 x17 4 x5
X64O +X516 +X132 +X129 +X5
5 X260 +X257 +X36 +X33 +X5
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Thank you!
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